100 



PROCESSOR 



104 



VOLATILE 
MEMORY 
(RAM) 
106 



102 



7 



OPTIONAL 
ALPHA- 
NUMERIC 
INPUT DEVICE 
112 



NON-VOLATILE 
MEMORY 
(ROM) 
108 



DATA 
STORAGE 
DEVICE 
110 



OPTIONAL 
CURSOR 
CONTROL 
DEVICE 
114 



OPTIONAL 
DISPLAY 
DEVICE 

116 



FIG. 1 



-3.0 0 




J. 



70 -x 



MODIFYING SELECTED TEXT SEGMENT 
PORTIONS FROM THE PROCESS 



UNMAPPING INSTRUMENTED CODE SPACE SUCH THAT THE 
INSTRUMENTED CODE SPACE IS INACCESSIBLE TO THE PROCESS 



PROVIDED AN INSTRUCTION POINTER RESIDES IN THE 
INSTRUMENTED CODE SPACE, UPDATING THE INSTRUCTION 
POINTER TO UNINSTRUMENTED CODE SPACE 



j ' o g 



EXECUTING THE PROCESS AND, PROVIDED THE PROCESS 
GENERATES A FAULT BY SEEKING TO ACCESS AN ADDRESS IN 
INSTRUMENTED CODE SPACE, PROVIDING A CORRESPONDING 
ADDRESS IN THE UNINSTRUMENTED CODE SPACE. 




FIG. 2 




? < 



MODIFYING SELECTED TEXT SEGMENT 
PORTIONS FROM THE PROCESS 



UNMAPPING INSTRUMENTED CODE SPACE SUCH THAT THE 
INSTRUMENTED CODE SPACE IS INACCESSIBLE TO THE PROCESS 



I 



PROVIDED AN INSTRUCTION POINTER RESIDES IN THE 
INSTRUMENTED CODE SPACE, UPDATING THE INSTRUCTION 
POINTER TO UNINSTRUMENTED CODE SPACE 



UNWINDING A CALL STACK OF THE PROCESS AND 
RECORDING RETURN ADDRESSES OF THE PROCESS 



EXECUTING THE PROCESS AND, PROVIDED THE PROCESS 
GENERATES A FAULT BY SEEKING TO ACCESS AN ADDRESS IN 
INSTRUMENTED CODE SPACE, PROVIDING A CORRESPONDING 
ADDRESS IN THE UNINSTRUMENTED CODE SPACE. ; 




FIG. 4 



START 







MODIFYING SELECTED TEXT SEGMENT 
PORTIONS FROM THE PROCESS 



UNMAPPING INSTRUMENTED CODE SPACE SUCH THAT THE 
INSTRUMENTED CODE SPACE IS INACCESSIBLE TO THE PROCESS 



JSC- 



PROVIDED AN INSTRUCTION POINTER RESIDES IN THE 
INSTRUMENTED CODE SPACE, UPDATING THE INSTRUCTION 
POINTER TO UNINSTRUMENTED CODE SPACE 



UNWINDING A CALL STACK OF THE PROCESS AND 
RECORDING RETURN ADDRESSES OF THE PROCESS 



EXECUTING THE PROCESS AND, PROVIDED THE PROCESS 
GENERATES A FAULT BY SEEKING TO ACCESS AN ADDRESS IN 
INSTRUMENTED CODE SPACE, COMPARING THE RETURN 
ADDRESSES OF THE PROCESS TO THE ADDRESS IN THE 
INSTRUMENTED CODE SPACE 



■Hot. 



fOT. 



PROVIDING A CORRESPONDING ADDRESS IN THE 
UNINSTRUMENTED CODE SPACE 



f RETURN J 



FIG. 5 



